
What’s Inside

On HRHero.com

© BLR®

HRHero.com
Part of your Arizona Employment Law Service

by Laura Antonuccio

In the past two years, nearly a dozen 
states have passed so-called Facebook pass-
word protection laws, which generally pro-
hibit employers from requiring employees 
to disclose their social media account user 
names and passwords. Arizona is not one 
of those states, but a recent bill indicates we 
could be next. In the meantime, you aren’t 
necessarily free to demand access to employ-
ees’ social media accounts. In fact, such de-
mands may result in civil or even criminal 
consequences under existing state and fed-
eral laws.

Senate Bill 1411
Arizona was one of more than 35 

states that considered adopting a Face-
book password protection law this year. 
During the last legislative session, mem-
bers of the Arizona House of Represen-
tatives and Senate sponsored Senate 
Bill (SB) 1411, titled “Social Media Pass-
words.” The bill would have prohibited 
employers from:

• Requiring or requesting employees 
or applicants to disclose private so-
cial media account user names and 
passwords;

• Firing, disciplining, or otherwise 
punishing or threatening to punish 
employees who refuse to disclose 
social media user names and pass-
words; and

• Declining or refusing to hire an 
applicant because he is unwill-
ing to disclose his user names and 
passwords.
SB 1411 made it through the first 

few steps of the legislative process, but 
it ultimately did not come up for a final 
vote. The Committee on Rules, which 
ensures that bills are constitutional and 
in proper form, decided not to send SB 
1411 to the next step in the legislative 
process. Still, it is possible that a similar 
bill will gain traction in the future.

Potential challenges 
under existing laws

Arizona already recognizes at least 
two legal claims that employees can as-
sert against employers that demand ac-
cess to private social media accounts. 
For ease of reference in discussing the 
claims, let’s assume the following facts 
are true. An Arizona employer requires 
Jane, an employee, to disclose her Face-
book username and password. Jane has 
never logged in to her Facebook account 
at work. The employer does not ask her 
to sign a consent form. She is not happy 
about giving her Facebook login infor-
mation to her employer, but she reluc-
tantly complies.

Jane may be able to successfully sue 
her employer for intrusion into her pri-
vate affairs. That claim requires proof 
that the employer intentionally, sub-
stantially, and unreasonably pried into 
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a private aspect of Jane’s personal relationships, commu-
nications, or other normally private part of her life. Of 
course, the employer may be able to defeat the claim by 
arguing that Jane consented to the intrusion by disclos-
ing her username and password.

Jane also may be able to successfully sue her em-
ployer for unreasonable interference with contractual re-
lations. Facebook’s Statement of Rights and Responsibili-
ties, which governs the relationship between Facebook 
and account holders, forbids Jane from sharing her pass-
word, letting anyone else access her account, or jeopar-
dizing her account’s security. Other social media sites 
have similar terms and conditions. In our example, the 
employer arguably interfered with Jane’s contract with 
Facebook by requiring her to disclose her login infor-
mation. This claim requires proof that Jane has a valid 
contract with Facebook and that her employer knew 
about and caused a breach of that contract, resulting in 
damages. Again, the employer may have several valid 
defenses to this claim.

Even if Jane’s employer ultimately wins on both 
claims, it could take months or years of litigation to se-
cure the win. That raises the question: Is the benefit of 
accessing Jane’s Facebook account worth the cost of a 
lawsuit? Plus, there is no guarantee the employer will 
win.

Also, several state and federal statutes can be inter-
preted to prevent the employer from intercepting Jane’s 
private electronic communications or using her Face-
book account to engage in unlawful conduct. The Ari-
zona civil damages statute for intentional interception 
of electronic communications, the criminal eavesdrop-
ping laws in Title 13, Chapter 30, of the Arizona Revised 
Statutes, the federal Electronic Communications Privacy 
Act (ECPA), and the federal Stored Communications Act 
(SCA) are a few. Some of those statutes impose criminal 
consequences, up to and including incarceration.

Further, the National Labor Relations Act (NLRA) 
protects certain work-related discussions on social 
media sites, and the National Labor Relations Board 
(NLRB) has been cracking down on employers that try 
to restrict those discussions. The NLRB may view a de-
mand for Jane’s login information as evidence of the em-
ployer’s unlawful efforts to restrict what she says about 
work on Facebook.

Takeaway
Although the Arizona Legislature has not yet en-

acted a Facebook password protection law, one may be 
on the horizon. In the meantime, you may want to think 
twice before requesting an employee’s social media 
login information. You may risk civil or even criminal 
consequences.

In my opinion, requesting employees’ login infor-
mation is not worth the risk, hassle, or potential harm to 

the employer-employee relationship. If you are inclined 
to take the risk, consider asking employees to sign de-
tailed consent forms that specify permissible uses of 
login information and disclaim your intent to restrict 
protected discussions.

Laura Antonuccio is an attorney with Gallagher & Ken-
nedy, P.A., and practices in general commercial litigation and 
public bidding and procurement. She may be reached at 602-
530-8186 or laura.antonuccio@gknet.com. D
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Medical costs for 
workplace injuries soar
by Dinita L. James

An employee who is injured on the job is entitled to life-
time medical benefits to treat the injury and, in some cases, 
temporary compensation for lost wages. A report posted on 
the Industrial Commission of Arizona’s (ICA) website on Au-
gust 12 indicates that employers in Arizona continue to pay a 
higher proportion of workers’ compensation benefits for medi-
cal care than employers in other parts of the country. The new 
data on the high costs of medical care for injured workers drive 
home one important reason for employers to have workers’ 
comp insurance. We emphasize one reason because there are 
several other equally important reasons for securing coverage.

Medical benefits costs
According to the ICA’s report, Arizona is going in 

the wrong direction. In 2010, the last full year of data 
in the report, medical costs made up 71% of the total 
workers’ comp benefits paid in Arizona. That reversed 
a trend of the medical costs percentage going down over 
the previous four years (the number peaked at 74% in 
2006). The low point was 2009, when only 69% of work-
ers’ comp benefits went to medical costs.

Arizona has consistently paid out a higher share of 
medical costs than other states. The report includes data 
from 34 states, and in 2010, the average medical costs per-
centage for those states was only 58%. That figure is the 
highest number in the 10 years included in the report.

Arizona also pays more than the national average on 
overall medical costs per claim. In 2010, the average cost 
over the life of a lost-time claim in Arizona was $36,000; 
the national average was $28,000. Over the 10-year pe-
riod included in the report, the total medical costs per 
claim nearly doubled. In 2001, the total cost per lost-time 
claim in Arizona was only $20,000.

Mandatory insurance
Arizona employers are required to carry workers’ 

comp insurance regardless of the number of workers 
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